Identity Based Encryption Using Multiple Trust Authorities in
Ad Hoc Networks

Christie Shuster

May 6, 2004

1 Introduction

Ad hoc networks are becoming more and more popular as the use of mobile computing devices
increases. While ad hoc networks have many advantageous properties, they also pose several
security challenges which are unique to networks of this kind. One of the main challenges that
ad hoc networks have to face is authentication. Authentication is difficult to achieve in ad hoc
networks because some type of key distribution system is needed to develop the authentication
mechanism. Public key cryptosystems are a possible solution to this challenge, but then a
certain level of trust must be established before the keys may be used. In many cases this can
be accomplished using a certificate authority or central trust authority. However, this brings
about many contradictions to the properties of ad hoc networks.

This paper will present some of the security challenges and opportunities encountered when
utilizing ad hoc networks. Security attributes will be discussed so that the security of a network
may be evaluated. Following the discussion of the security attributes, identity based encryption
schemes based on the Weil pairing, presented by Boneh and Franklin in [1], will be presented.
Identity based encryption will then be enhanced using the idea of multiple trust authorities,
which was presented originally by Chen et al in [2]. Finally, ad hoc networks using multiple
trust authorities in an identity based encryption scheme will be discussed. Throughout the
paper two examples (sections 2.3 and 2.4) will be used to illustrate the ideas of [1], [2], and
their applications to ad hoc networks.

2 Ad Hoc Networks

In order to discuss identity based encryption schemes within ad hoc networks, one must first
have a general understanding of these networks. This section will begin by defining an ad
hoc network and the properties associated with ad hoc networking environments. Next, the
security requirements of such a network will be discussed. After presenting the properties and
the definition of ad hoc networks, an example application will be presented. These scenarios
were constructed for the purpose of modeling identity based encryption schemes where secure
ad hoc networking systems might be used.
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2.1 Definitions

First consider some qualities of ad hoc networks. In order for a network to qualify as ‘ad
hoc’, the users (also known as nodes) should be able to be dynamic. In other words, nodes
are considered to enter and exit the network as needed for their purposes of communication.
Because we require that the nodes be allowed to connect/disconnect indeterminately, an ad hoc
network will not have a fixed topology. Recall in star topologies, for example, a central unit
(often referred to as a central authority) exists through which much or all of the communication
is routed. Central authorities should not exist in ad hoc networks because the property of being
a central authority directly conflicts with the property of being dynamic.

There are many definitions of ad hoc networks. Now that the dynamic and decentralized
properties of ad hoc networks have been introduced, here is a definition of ad hoc networks that
suits the needs of this paper.

Ad Hoc Networks are networks in which no fixed topology resides; hosts are allowed
to be as dynamic as they choose; and ideally, every node is of equal importance.

Notice that we will only achieve true decentralization in an ideal environment. Because of
network layouts and transmission traffic patterns, some nodes will likely perform more trans-
missions than others based on their locations and/or past transmissions. Thus, we only require
an adequate level of decentralization in order to qualify as an ad hoc network.

2.2 Security

Ad hoc networks present many security challenges and opportunities, particularly with regard
to their decentralized and dynamic natures. Five security attributes will be used to evaluate
the security of the systems mentioned in this paper. It is important to note however, that only
those challenges and opportunities related to identity based encryption will be presented. For
a more thorough discussion of security issues in ad hoc networks, the reader is encouraged to
consult [4] and [5].

2.2.1 Security Attributes

In order to discuss security, a set of security attributes should be considered. These attributes,
which are generally used to identify the strengths, weaknesses, and overall security of any
given system, are confidentiality, integrity, availability, authentication, and non-repudiation.
Following are short descriptions of these terms and explanations of how they can be used in
evaluating security issues within ad hoc networking environments.

Confidentiality can be defined as the disclosure of information only to authorized persons
or services. Both the information being transmitted and the routing data need to be kept
confidential. Since routing data describes where an information packet comes from, goes to,
and everywhere the packet has been between sender and receiver, much can be gleaned about
who sent the packet or what information may be contained within the packet. As will be
discussed in section 2.4, some situations require sender location be kept confidential in order to
ensure the physical security of the node.

Integrity assures hosts that information packets will be delivered without corruption. Be-
cause these networking environments are decentralized, packets will be passed through multiple
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nodes before arriving at the final destination. Hosts need to be confident that information being
sent across the network is not being altered, corrupted, or terminally lost.

Awailability is concerned with the durability of the network. Hosts need to be able to com-
municate with each other at any time. If services are unavailable due to denial of service attacks,
important messages may not be delivered within the time needed. Some ad hoc networks are
used during emergency situations or military operations, for example, when information needs
to be passed quickly. If the network is unavailable, the costs could be catastrophic.

Authentication helps hosts determine if other hosts are who they claim to be. Since nodes
may come and go as they please, it is possible for adversaries to act as former or new nodes.
Some applications of ad hoc networks need certification that hosts have not been compromised
or impersonated. Sections 2.3 and 2.4 give examples of different levels of needed authentication.

Finally, non-repudiation eliminates the possibility of nodes denying receipt of information.
Non-repudiation is oftentimes used for the identification of compromised nodes present in ad
hoc networks.

Confidentiality, integrity and authentication will be the security attributes of most interest
to this paper. For more information on non-repudiation and availability see [5].

2.2.2 Security Challenges and Opportunities

In general, mobile hosts (easily movable computing devices) are not a requirement for imple-
menting ad hoc networks. However, most current standard ad hoc networking applications use
different types of mobile computing devices like notebooks, personal digital assistants (PDAs)
and cellular telephones. This paper will focus mostly on what is sometimes referred to as mobile
ad hoc networks (MANETS). Even if all of our nodes are not mobile, the mobile hosts generate
some of the main security issues faced in this type of networking environment. Thus, without
a loss of generality, we will assume for the remainder of this paper that we are working within
a MANET environment.

First consider confidentiality. Confidentiality will be beneficial to the conference example of
section 2.3, but will be essential in the military implementation example found in section 2.4.
The dynamic nature of ad hoc networks applies well to maintaining confidentiality because every
time information is sent from sender to receiver, the path taken could be different. As a result
of the dynamic routing in MANETS, locating or identifying any given user would be difficult
even if routing information is made available. Similarly, the decentralization of ad hoc networks
makes it difficult to identify any one host unless that one host identifies him/herself. Because
there is no central authority which can be compromised in ad hoc networks, this information
cannot be made readily available to an adversary through the central authority.

Next, integrity is essential in any networking scheme. If persons are unable to know if
the information they receive is correct or corrupt, there is no point in trying to communicate.
Integrity can both be increased and decreased with the properties of ad hoc networks. The
nature of decentralization in ad hoc networks provides the opportunity to improve integrity
since any one message can be sent along several different paths. If one node corrupts or deletes
a message, there is a chance that the message will succeed proper delivery on one of the other
paths. In addition, if a similar message is received by the destination host multiple times from
different nodes along different paths, the receiver can either determine the correct message or
they can ask the sender to send the message again along different routes. Transmitting the
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message multiple times along different routes will help the destination host know better what is
being sent and will also help evaluate who is corrupting information. Using the decentralization
property of ad hoc networks in this way increases the level of integrity that can be achieved.
However, integrity can also be worsened by the dynamic nature of ad hoc networks. Because
nodes can come and go as needed, information packets sent on pathways where nodes leave
will be lost. Thus, redundancy and more network traffic are required to counteract this loss of
integrity.

Finally, authentication is of much concern, particularly to the topics of this paper. The
lack of a central authority makes authentication particularly difficult in ad hoc networks. In
most public key cryptosystems, a central authority, known as the trusted key authority or
the trusted authority, distributes the public-private key pairs. Clearly, this will not work in
an ad hoc network scheme unless the nodes in the network also have contact with a trusted
authority outside the ad hoc network. Symmetric key cryptosystems could be used in place
of public key cryptosystems, but then one has to consider the fundamental problem of key
distribution. How can one transmit a symmetric key over an ad hoc network unless they have
prior secure communication? It quickly becomes clear that not having a centralized trusted
key authority is problematic for implementing most common cryptosystems. This issue will be
directly addressed in section 5.

Now that security challenges and opportunities have been presented, especially in relation
to confidentiality, authentication, and integrity, we will look at two possible scenarios in which
ad hoc networks would be beneficial. Please note, however, that these are fictional schemes
which have been created for the purposes of illustrating key concepts within this paper.

2.3 Example: Conference Implementation

Suppose a group of cryptographers are travelling to a conference in Somewheresville, Towa.
Attending the conference are Alice, Bob, Carol and Dave, among many others. Evelyn and
Frank are the hosts/coordinators of the event. The coordinators have set up an ad hoc network
for all of the conference attendees. At registration, each paid conference attendee is given an
identifier,

ID = conference attendee’s name
name

tied to their identity which will be publicly known. Call the set of valid identifiers I. The
attendees are also given a public-private key pair,

[QIDname ? SIDname]

to use when transmitting messages across the network. All conference persons not carrying
a public-private key pair should not be trusted. Note that any persons, namely George and
Harriet, entering the conference area can listen to traffic on the network and can claim they
have an identifier I D gme. Since George and Harriet did not pay to attend the conference,
IDparriet, IDGeorge ¢ I

In this example, conference attendees may come as go as needed without disrupting the
flow of network traffic. No central or trusted authority, other than the original setup of the
public-private key pairs, exists in the network. Notice also that all of the nodes are of relatively
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equal importance, barring location and transmission history, while on the network. Because
the dynamic and decentralized properties stated in section 2.1 are satisfied, this conference
implementation fits our definition of an ad hoc network.

2.3.1 Security Issues for Conference Implementation

First, consider the confidentiality of the conference. We have two levels of confidentiality
to consider: confidentiality within the conference attendees and confidentiality between the
conference attendees and the outside world. Confidentiality from persons outside the conference
is important because anyone can connect into an ad hoc network by virtue of being dynamic.
The confidentiality from members of the outside world will thus make sure that any conference
documents sent over the network will remain confidential to the attendees of the conference.
Confidentiality between persons within the conference is beneficial because the attendees want
to have the comfort of knowing their conversations will remain private while on the network.

Authentication is important because confidentiality can take place only after authentication
has been confirmed. If Alice wants to discuss the most recent session on public key cryptosys-
tems with Bob, she has to somehow prove to Bob that she is Alice. Otherwise, Harriet, a
non-attendee, might be able to impersonate Alice and obtain conference details from Bob.
Authentication will help Alice, Bob and the other attendees make sure that the conference
materials stay confidential to the participants of the conference.

Finally, consider integrity. Suppose Alice wants to send Bob a presentation, but because of
their physical location at the time the information will have to go through George to get to Bob.
Integrity will be important since Alice wants to make sure that Bob is getting the presentation
she sends him. Alice also wants to be confident that Bob is not receiving corrupted presentations
from George. Integrity will help assure Alice that the proper presentation got to Bob, even if
George decides to delete or alter the message transmission.

This is a fairly relaxed example of an ad hoc network scenario. Information exchange within
conferences is not as highly susceptible to attack as our next example which is much more formal
and strict in the implementation of the ad hoc network.

2.4 Military Network Implementation

Suppose we have mobile military units A, B,C,... out on force in some hostile territory. We
want these units to have communication with each other as often as possible, if not constantly,
but we do not want any information to be available about their location within the hostile
territory. Should their locales be discovered, the lives of the unit members could be threatened.
Throughout the military occupation, messages might be sent to certain members of the unit or
the entire unit all together. One message could be sent to ‘id.commander.unitA.hostileterritory.
navy.us’ and another message could be sent to ‘id.hostileterritory.navy.us’. Using identifiers
given to all military personnel at the time of entrance, messages may or may not be read by
different personnel. As will be seen in section 4.1, the contexts associated with an identity will
be crucial for authentication.

Suppose we have the following setup: Commander Alice and Petty Officer Bob are in unit
A working with the Navy, Technology Specialist Carol and Commander Dave are in unit B
working with the Army, and Sergeant Evelyn and Petty Officer Frank are in unit C working
with the Navy. Suppose also that we have adversaries George and Harriet. George is a student
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studying to be a Technology Specialist in the navy. He is stationed at the Naval Academy
of Sciences, but has not been authorized for service in the hostile territory. Harriet is a spy
working for high officials within the government of the hostile territory.

A dynamic nature will be inevitable for the military environment as members of the units
may come and go as needed, members may be moved in/out of units, and units may be
added/deleted as necessary. Thus, we have fulfilled the requirement of dynaminicity of ad
hoc networks. Notice that the decentralization property has also been satisfied. If there was
one central authority, that unit would be a sure target and would cease existence quickly! Once
again, because we have the properties of having a dynamic, decentralized network with no set
infrastructure, we have an ad hoc networking environment.

2.4.1 Security Issues for Military Implementation

Now we must address the security concerns of this ad hoc network. First, consider confidentiality
outside the military network. Confidentiality in any military operation is essential, particularly
so when working within a hostile territory. Should the wrong information be discovered by the
adversary, the lives of the military members in operation could be at stake. Thus, confidentiality
outside the military network is crucial. How much of a problem is confidentiality between
specific members of a military unit or even confidentiality between different military units or
branches? Again, confidentiality is crucial. The armed forces have been using the idea of
‘need to know’ for many years. One reason for this might be the fewer people that know
about something, the less likely they are to talk about it. Another potential reason for keeping
information on a ‘need to know’ basis is to make sure that no one person can put together the
big picture. Should one of the members of unit A be captured, that person would only have
bits and pieces of information about the operations taking place within the hostile territory.
One other type of confidentiality to consider that of the routing information. This information
should remain confidential because the location of the military personnel could be exposed if
the adversary could gain the routing information. If the adversary knows where some of the
stationary units are located, and they see that the information is traversing the network in
some manner, they could evaluate a relative location for the unit personnel, thus compromising
the security of not only of the individuals, but also of their equipment. Therefore, keeping
information confidential as much as possible in a military setting is essential.

As in the previous example, confidentiality can only take place after a person’s identity has
been established, i.e. authentication of some kind must be achieved. In order for Alice in unit A
to read messages sent to her, she needs to be able to establish that she is indeed Alice from unit
A. Otherwise, Harriet might be able to impersonate Alice and could then gather information to
tell the hostile government about the operation plans of the United States. On the other hand,
Alice needs to be kept from authenticating as Carol, because Alice has no 'need to know’ basis
for technology specialist information. If Alice was able to authenticate as Carol, Alice could
perhaps gain information about the private key of Carol’s unit, unit B, thus decreasing the
separation of information between the military units. Hence, authentication is also of utmost
importance.

Finally, consider integrity. Because authentication and confidentiality are so important in
an example of this nature, integrity can be somewhat relaxed. While integrity is still important
in this example, namely making sure that the units get the correct information at the correct
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times, the military is willing to lessen the importance of the integrity in order to maintain higher
levels of confidentiality and availability. For example, in order to keep confidentiality high, a
slower algorithm might be used to compute the encryption of a certain message. During the
transformation of the message into ciphertext, some information might have been corrupted or
lost as a result of some computer malfunction. If Alice were to receive this message and decrypt
it, only to notice that the message was still garbled, she would simply ask the sending party
to try again. To a point, the military finds this type of integrity loss acceptable, because they
are maintaining high confidentiality as a result. On the other hand, it could still be disastrous
if a unit received the command ‘Fire’ at an inappropriate time or if they did not receive the
command ‘Retreat’ because the adversary intercepted the message.

In conclusion, confidentiality and authentication are of extreme importance in this high
security example. While integrity is not as important as confidentiality and authentication in
this example, it is still necessary in order to make sure that all operations remain functional
within the hostile territory. Now we will consider these examples specifically in relation to
identity based encryption schemes, then in relation to identity based encryption schemes using
multiple trust authorities.

3 Identity Based Encryption Schemes

Identity based encryption was introduced in 1984 by A. Shamir [7]. Shamir wanted to know
if there was a way to make certificate management easier for e-mail systems. In other words,
Shamir was interested in finding some way to encrypt messages using a public identifier, known
to everyone without validation — such as an e-mail address— as the public key. This would
eliminate the need to exchange public keys, keep key directories, and use the extensive ser-
vices of a third party. In the case of Identity Based Encryption systems (unlike public key
cryptosystems), the third party is only needed to establish individual private keys. After this
is achieved, the third party is no longer needed. After several attempts to find such a usable
encryption scheme, Boneh and Franklin published an implementable version of identity based
encryption[1].

Identity based encryption (IBE) schemes are based on four operations: setup, extract,
encrypt, and decrypt. In order to understand these operations in relation to the Boneh-Franklin
IBE scheme, however, a brief introduction to bilinear maps is needed. Please note that the
information contained within this section comes from [1].

3.1 Bilinear Maps

The identity based encryption scheme developed by Boneh and Franklin is dependent on a
bilinear map. Let G1, Ga be cyclic groups with prime order q. We will write G additively and
Go mutliplicatively. Consider a map é : Gy x G1 — Gy with the following three properties.

1. For all P,@ € G; and all a,b € Z the following hold:
o &(aP,bQ) = &(P.Q)
o &P +Q.R) = (P, R)EQ, R)
o i(P,Q+ R) = é(P,Q)é(P, R).
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If these properties hold, the function é is considered to have bilinearity.
2. é must be non-degenerate, i.e. not all pairs in G; x Gy will map to the identity 1 € Go.

3. There exists some algorithm which computes é(P, Q) efficiently for any P, @ € G;. If such
an algorithm exists, then the map € is said to be computable.

If a map é has bilinearity, is non-degenerate, and is computable, it is said to be a bilinear
map. Two of the most common bilinear maps used for encryption schemes are the Weil pairing
and the Tate pairing. More information on the Weil and Tate pairings and their implementation
in IBE schemes can be found in [1] and [3].

3.2 Identity Based Encryption Operations

As previously mentioned, the four operations needed to implement an identity based encryption
scheme are setup, extract, encrypt, and decrypt. Following is a brief explanation of what each
of these operations does and why it is needed.

Setup is completed by a trusted authority called the Private Key Generator (PKG). This is
the trusted authority that generates public-private key pairs and checks the validity of these keys
when requested by the general public. During setup, system parameters (information known
to the public) and and a master key (known only by the trust authority) are determined.

The system parameters (G1, Go, é, P, Ppyp, n, H1, H2) that are needed for identity based en-
cryption are defined as follows:

e (1, Gy are cyclic groups of prime order gq.

o ¢: Gy x Gy — Gy is a bilinear map.

P e G.

s € Zy is randomly selected to compute Ppyp = sP.

n is the maximum length of messages chosen to populate the message space M = {0,1}".

H; : {0,1}* — G is a cryptographic hash function such that G = {& € G|z # O}
where O is the identity element of the additive group Gy.

e Hy:Go— {0,1}" is a cryptographic hash function.

The overarching master key will be the randomly selected s € Zj. This master key will be
used to create all further private keys. Notice that this introduces the problem of key escrow.
In section 4.1, key escrow in IBE schemes is addressed. Notice also that the system parameters
used for setup are public information! Having the system parameters as public information does
not weaken the cryptosystem because the Boneh-Franklin IBE scheme is based on the hardness
of the Bilinear Diffie-Hellman problem.

Bilinear Diffie-Hellman Problem: Given (P, aP,bP, cP) for some a,b,c € Zy compute
x € Gy where z = é(P, P).



3 IDENTITY BASED ENCRYPTION SCHEMES 9

For more information on the Bilinear Diffie-Hellman problem and the proof that the Boneh-
Franklin IBE scheme is based on the hardness of the BDH problem, see [1]. Once setup has
been completed, the system parameters and the master key will be used to run the extract
operation.

Ezxtract is used to compute the private key associated with the identifier ID. Any user
believed to be trustworthy by the PKG can obtain a private key with their identity I D. Extract
is performed with ID € {0,1}* as input. Two values will be the output of Extract. First,

Hl(ID) = Q[D S Gi(
will be computable by anyone holding the string ID. Second, the private key
Sip = sQIp

will be computed using the master key s. Notice that only the PKG can compute S;p. Now
that the identifier I D has a public-private key pair

[Q1D, S1D]

directly associated with it, encryption and decryption can occur.
Encrypt is the operation used to encode a message M € M using the public key identifier
ID. First, Encrypt computes Qrp. Next, a random value r € Zj is chosen and the value

grp = &(Q1p, Ppup) = €(Qrp, sP)
is computed. Finally, the ciphertext C' will be the pair
C=(rP,M & Hy(gip)) = (U, V).

Notice that Hy, Hy, P, Py, Qrp are all public information. Thus, Encrypt takes an arbitrary
message and computes the ciphertext using only public information and the public key ID.

Decrypt is used to decode the message M € M which is hidden inside the ciphertext C'. In
order to decrypt the message, one uses the private key S;p to compute

1% @HQ(é(S[D,U)) =M.

Decrypt decodes the encrypted ciphertext output because the owner of the identifier 1D
can compute Hs(é(Srp,U)) and thus, can compute

V@& Hy(é(Sip,U)) =M & Ha(g7p) @ Ha(é (SID, U)) (substitute V)
=M ® Hy(é(Q1p; Fpup)") ® Ha(é(Sip,U))  (substitute grp)
=M & HQ(A(QID, pub) ) D HQ( (S[D,TP)) (Substitute U)
=M ® Hy(é(Qrp,sP)") ® Ha(é(Stp,rP)) (substitute Ppyp)
=M & HQ( (Q[D, SP) ) &b HQ(é(SQ[D, TP)) (Substitute S[D)
=M & Hy(é(Qrp,sP)") ® Ha(é(sQrp, P)") (bilinearity of é)
=M & Hy(é(Qrp, P)"™*) ® Ha(é(sQrp, P)")  (bilinearity of é)
=M @ H3(é(sQrp, P)") ® Ha(é(sQrp, P)")  (bilinearity of é)
=M (properties of @).
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It is important to note the security of this IBE scheme. The overall scheme is based on
the hardness of the Bilinear Diffie-Hellman assumption. In addition, the Boneh-Franklin IBE
scheme is secure against both chosen ciphertext attacks and adaptive chosen ciphertext attacks.
In both types of attacks there are two players: the challenger and the adversary. Following is
a description of each attack as well as a brief discussion on why it is important that any IBE
scheme be secure against both a chosen ciphertext attack and an adaptive chosen ciphertext
attack.

In a chosen ciphertext attack, the challenger runs an ‘Extract’ query for a fixed identifier
ID. The challenger now holds the fixed private key d and thus is able to run the ‘Decrypt’
operation on any plaintext. The target plaintext message P, chosen by the challenger, is run
through the ‘Decrypt’ operation and the corresponding ciphertext C' is sent to the adversary.
At this point, the adversary sends any plaintext P; # P to the challenger who returns the
corresponding ciphertext C;. The adversary is able to ask for as many plaintext-ciphertext
pairs they choose as long as P; # P for any . The goal of the adversary is to guess the original
plaintext P from knowledge of the original ciphertext C' and the plaintext-ciphertext pairs
(P;,C;). For this attack, there is one fixed identifier for which all of the plaintext-ciphertext
pairs are encrypted and decrypted. In the next attack, however, the adversary has to deal with
multiple identifiers being used to encrypt and decrypt the plaintext-ciphertext pairs.

In an adaptive chosen ciphertext attack, the challenger chooses an identifier /D and runs an
‘Extract’ query to get the private key d. The challenger also must choose some plaintext P to be
encrypted using d. Once P and I D have been chosen, the adversary is given the corresponding
C. The adversary’s goal is to find P. In order to find P, the adversary is allowed to run the
following two queries as many times as they choose.

1. Extraction query: The adversary can pick an identifier ID; # ID in which the challenger
must return the private key d;.

2. Decryption query: The adversary can pick any plaintext P; # P and any identifier ID; #
ID to encrypt P;. The challenger must return the corresponding ciphertext Cj;.

The adversary’s goal is to determine the original plaintext P corresponding with the original
ciphertext C. Should the adversary choose P; = P, the adversary has gained no advantage
over guessing, as this is how they came about choosing P;. Under the IBE scheme proposed by
Boneh and Franklin, an adversary launching an adaptive chosen ciphertext attack has only an
arbitrarily small advantage over simply guessing the plain text P associated with the ciphertext
C.

This is a brief description of the Boneh-Franklin IBE scheme and its security. For more
detailed information, one should consult [1].

4 Multiple Trust Authorities in IBE Schemes

Chen et al in [2] wanted to find some way of combining keys so that fewer encryptions and/or
decryptions could be used to send multiple persons an encrypted message using the Boneh-
Franklin IBE scheme. Using current technology, a person wanting to send a message using a
public key cryptosystem to three people sends the message three different times, once using each
different public key. The authors of [2] came up with the idea of conjoining and disjoining keys
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to reduce the number of transmissions needed to send one message to multiple persons holding
different keys. They also discovered that this technique could be used for adding contextual
information to an identity. Using contextual information in a cryptosystem would be of great
use, particularly in the military implementation used throughout this paper. Suppose, for
example, we set up our military operation so that Commander Alice working with the Navy in
unit A would have the identifier

alice.commander.unita.hostileoperation.navy.us.
Technology Specialist Carol in unit B working with the Army would have the identifier
carol.techspecialist.unitb.hostileoperation.army.us.

Since George is in the navy as a Technology Specialist at the Navy Academy of Sciences, his
identifier would be

george.student.navyacadsci.navy.us.

All members having gone through basic training and who are still being paid by the military,
would have similar identifiers based on their status, skill, location, etc. Harriet would not have
an identifier because she never went through the entrance requirements of the military when
the identifier would have been assigned.

Note that the only identifier received after finishing basic training is name.position.branch.us.
As each individual completes their training and promotions, they receive the appropriate ad-
dendums to their names. This would be done using several PKGs (private key generators), one
for each addition onto the name. In this case, each individual identifier is conjoined with other
identifiers (george and student and navyacadsci and navy and us). In addition, one could use
the disjoin explained shortly to send a message to either george.student.navyacadsci.navy.us
‘or’ alice.commander.unita.hostileoperation.navy.us. In this example, there would be a United
States PKG, Navy PKG, Army PKG, and so on. Notice that the individual PKGs do not need
to trust each other as they are completely separate from the other PKGs. Each of the identi-
fiers may be used to identify who needs to read messages sent out to members of the hostile
operations in the field. Conjoining and disjoining keys is done using the key calculus developed
in [2], as seen in sections 4.1 through 4.5. Please note, the information contained in the rest of
this section is directly related to information found in [2].

4.1 Key Calculus

Chen et al developed what they called a ‘key calculus’ for adding keys together. To begin with,
we will establish some notation, then the conjunction and disjunction of keys will be explored.
Since multiple PKGs, known as trusted authorities, will be dealt with from this point on, every
trust authority in use will have its own public-private key pair

RTAZ- = SZ‘P

where Ry, is the public key for the ith trust authority and s; is the associated private key.
The set of trust authorities with public-private key pairs will be denoted T'. In the conference
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example, there would only be one trust authority. In the military example, however, there can
be an arbitrary number of trust authorities. We will assume there are k trust authorities, each
of which is trusted by all persons using the IBE scheme. This number can change as necessary
for the situation at hand. Every user/identifier in the system will also need a public-private
key pair.

The private key for the person with identifier ID; using the ith trust authority will now be

Sip;i = $iQIp,
where s; is the trust authority’s private key,
Qrp, = H1(IDj)

where the identifier’s public key is Q1p,. Notice again that the system’s security is based upon
the hardness of the Bilinear Diffie-Hellman problem. Also note that H;(IDj) is not private.
Hj is public information and ID; is public information, so any person can compute the value
Qrp,- Let us denote the set I = {ID;} as the set of identifiers which have an identity based
public key associated with them.

Because each trust authority can supply any given identifier D; a different private key,
every identifier can have as many as k private keys; one private key for each respective trust
authority. For the moment, fix an identifier ID. Let

b:(b17b27"'7bk‘)

be a binary string. We will define

k
Sipp = Z biStp, A,

=1

as a virtual trust authority. This trust authority is virtual because it is a combination of the
trust authorities available in the system - it does not actually exist. The user can choose the
string b arbitrarily and use the result as their virtual trust authority. Notice there are 2%
virtual trust authority options available to each user. Each virtual trust authority will also
have a virtual private key defined by

k

Sp = Z bis,-.

=1

This virtual private key is not computable by anyone unless the proper trust authorities collude.
Thus, this is useful for preventing key escrow as will be seen shortly.

Now suppose we have a fixed trust authority, T'A, and multiple identifiers /D; for 1 < j <
where [ is the number of total identifiers. Our trust authority has the public-private key pair

RTA =sP

where Rr 4 is the public key and s is the private key. The public keys for each of the identifiers
will be

Qrp; = H1(IDj)
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while the private key will be
Sip; = sQIp;-

Let us choose an arbitrary I-length binary string . We can now create a wvirtual identifier
Qrp,y with private key

!
Sty = Z b’ S1p;

=1

and public key

I
Qipy = »_VQip;-

J=1

When using virtual trust authorities, key escrow is difficult for the authorities to achieve.
By using any one arbitrary virtual trust authority (there are 2¥ possibilities), the collusion of
the exact trust authorities being added together is needed to determine the identifier’s private
key. Hence, key escrow should be of little concern when using multiple trust authorities. An
important benefit of using virtual identifiers was mentioned briefly during the setup of the
military example. Each trust authority can be used to create a context for every person in the
military. The navy can add the .navy extension while the army can add the .army extension
to the associated personnel by assigning them a private key. While in the field, each person
would then have a virtual identifier combining all of the trust authorities of which they have
been authorized. This is necessary in the military example because it will be used as part of
the authentication mechanism for retrieving messages.

To provide an explicit example of the contextual identity, let Unit A be a trust authority
with

Rynita = 1P.
All persons with the name Alice in unit A will receive the same public-private key pair
[H1(Alice), Satice,unital
where
Satice,unita = "Qatice = rH(alice).

There are also several other trust authorities that trust Alice, namely Commander, Navy,
Hostile Operation, and United States where

Reommander = 8P, mey =1tP, Rhostilehoperation =uP and Rys = vP
respectively. The virtual trust authority for Alice would now be

Rvirtual = Rcommander + Runita + Rhostileope’/’ation + Rnavy + Ruys
= sP+rP+uP+tP+vP
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and the corresponding secret key would be s + 7 4+« + ¢ + v. No existing party knows this key
because it is the combination of several trust authorities. However, a message can be sent to a
person named Alice who is a Commander in the Navy working with the hostile operation’s unit
A for the United States using the public key Qalice,{commander,unita,hostileoperation,navy,us}' Alice
will be able to decrypt the message intended for her because she has the virtual private key

Salice,commander + Salice,umta + Salice,hostileoperation + Salice,navy + Sus-

Now we will look at the conjunction and disjunction of identifier based keys.

4.2 Naive Conjunction of Keys

To discuss either the conjunction or disjunction of keys, we need to first define an admissible
set of keys. A set S is admissible if satisfies one of the following properties:

1. S= {(IDZ,TAZ)} for1<i<k,ID;el, TA; €T.

2. S =S1 ®Sy where S1 ® Sy = {(IDZ',TAJ') : (IDZ',TA) € S1US,, (ID,TAj) €S U SQ}
In other words, every combination of identifier and trust authority is included in the set
S1 ®Ss.

We can define the set of identifiers and trust authorities in the set S as ID(S) and TA(S)
respectively. Notice that the virtual trust authority corresponding to S will be

Rs = Z Rpa,

TA;ETA(S)
and the virtual identity will be given by
Qs= > Qb
IDj EID(S)

Any message encrypted using the public keys Rg and Q)s may only be decrypted by persons
holding all of the private keys in the set S. In other words, the decryptor must know

Ss= ), > S ra;

ID,€ID(S) TA;€TA(S)

This may better be illustrated using an example.

4.2.1 Example

Suppose in our conference example we had an additional set of trust authorities involved. For
example, let each field of study being represented at the conference have its own trust authority.
We might have the set of trust authorities

T = {IBEschemes, hash functions,algebra, . .. }.
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Now we can send a message that is meant for Alice who studies IBE schemes and Bob who
studies algebra using one key. In this case, we have

S1 = {(alice, IBEschemes)} and Sy = {(bob, algebra)}
so it then follows that
S =S1 ® So = {(alice, I BEschemes), (alice, algebra), (bob, I BEschemes), (bob, algebra)}.
The virtual trust authority and the virtual identifier would be

R = RIBEscheme + Ralgebra and Q = Qalice + Qbob

respectively. In order to decrypt the ciphertext C' = (U, V') = (rP, M@&H3(g},)) to the plaintext
message M, one would need to compute

V =M® Hy(é(R,7Q))

M & Hy [ H H é(Rra4,, TQID]'):|

T A;=IBEscheme,algebra I D j=alice,bob

= M S¥ H2 |:é(RIBEschemea 7nCQalice) * é(Ralgebrm 7nCQalice)

*é(RIBEschem67 TQbob) * é(Ralgebrm TQbob):|

= Mo H2 é(SIBEschemePa TQalice) * é(salgebTaP7 TQalice)

~

*e(SIBESCh6m€P7 TQbob) * é(salgebraP7 7062bob):|

= M® H2 é(TP> SIBEschemeQalice) * é(rpa SalgebraQalice)

*é(’I“P, SIBEschemeQbob) * é(’r‘P, SalgebraQbob):|

= Mo HQ é(U7 Salice,IBEscheme) * é(U7 Salice,algebra)

*é<U7 Sbob,IBEscheme) * é(U, Sbob,algebra>:|

= M®H,|é(U, > > SIDj,TAi)}

- TAi:TAIBEschemevTAalgeb'ra ID] :aliceybOb

This shows that we need the secret key

Z Z SID; TA;

TAl :TAIBEschemeaTAalgeb'ra ID] :alicevbOb

which is exactly the sum of all four secret keys over the set S. Hence, all four keys would be
needed in order to decrypt the message (U, V). There are two main problems with using naive
conjunction, however. First, not one single person should have all of this information because
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it combines four separate identities. Thus, decrypting the message requires the collusion of
several individuals. Second, there might be two keys which do not actually exist. Using the
previous example, who is to say that there indeed exists a person Alice who studies algebra or a
person Bob who studies IBE schemes? Even so, Alice studying IBE schemes and Bob studying
algebra would need Alice studying algebra and Bob studying IBE schemes to cooperate in order
to read the message sent using the naive conjunction between identifiers (Alice, Bob) and trust
authorities (I BEschemes,algebra). In this case, both Alices and both Bobs would have to
share their keys in order to read the message M encrypted to (U, V). While this is clearly not
the desired outcome, we have achieved one of our goals: the number of transmissions needed to
contact four identities with four separate keys has been decreased to one transmission. A more
generalized form of this naive conjunction can be performed which is less restrictive.

4.3 General Conjunction of Keys

The general conjunction of keys is less restrictive because it works as one would expect con-
junction to work. If a person sends a message to Alice studying IBE schemes and Bob studying
algebra, it would be reasonable to expect that no other persons need be involved in the decryp-
tion of the message. To encrypt a message M using the conjunction of an arbitrary number of
admissible sets k, one computes

k

V =M o Hy (][] é(Rra,,rQin,))-
i=1

Recall U = rP, so by sending (U, V'), decryption can be performed by evaluating

k

M =V & Hy(e(U, Sip,ra,))-
=1

The addition of k private keys is still needed, but it is now only needed by the persons within
the admissible sets S;.

Relating directly back to the example above, we see that only Alice studying IBE schemes
and Bob studying algebra need to combine their private keys to decrypt the message M because

V = M® HQ( H é(RTA“"f’QIDi)>
i={alice,bob}
= Mo Hy (é(RTAaliw,’TQIDalice) * (é(RTAbob7TQIDbob)))
M & Hs(é(s18Eschemes Py TQID i) * (é(Satgebra P, TQ1Dyy,)))
M @® Ha(é(rP, s1BEschemes@IDae. ) * (E(rP, SatgebraQ1Dy,,)))
M ® Ha(e(U, Satice) * (€(U, Sbop)))
= M @ Ha(&(U, Satice + Stob))-

Conjunction, while not useful in a general sense, could prove useful when dealing with a
system which needs key revocation or contextual information. The use and benefits of contextual
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information was discussed previously in the introduction of this section. Key revocation, on the
other hand, can be achieved by adding an additional trust authority, i.e. conjoining a trusted
time authority. To illustrate the functionality of the time authority in key revocation let us go
back the the military implementation discussed in sections 2.4 and 4.1.

Suppose we let the time authority issue keys every hour on the hour. In order for messages
to be sent to Alice, a Commander in unit A working with the U.S. Navy during the Hostile
Operation, a time identifier must be conjoined to her identity. All messages sent over the
network will be required to have a time stamp associated with them. Thus, we might have a
message sent to the identifier

alice.commander.unita.hostileoperation.navy.us.010120041400

which will require Alice to hold a private key for January 01, 2004 at 1400 hours in order to
read the message. Messages can be encrypted using the time context before the time authority
distributes associated private keys. The key will be received on January 01, 2004 at 1400 hours,
thus determining when Alice can read messages sent to her using the 1400 hour time encryption
key. Using the time authority will also help make sure that Alice has been authenticated with
the time trust authority within a certain time of reading the message sent with time key 1400
hours. In order for Alice to obtain the time authority’s administered private key, Alice will need
to check-in with the time authority and download the key. However, we are going to require
that the time authority maintain a running real-time list of compromised /revoked keys. It will
then be the time authority’s responsibility to make sure that the appropriate time keys are not
distributed to un-trusted personnel.

In the military implementation example, suppose that Alice will be promoted to Captain
on April 4, 2004 at 0000 hours. Clearly the Commander trust authority will no longer trust
Alice after this time because she will no longer be a Commander. However, since Alice will be
a Captain, she will obtain a public-private key pair for the identity Alice with trust authority
Captain. Thus, the time authority will send the time authority keys not to

alice.commander.unita.hostileoperation.navy.us
but instead will send them to
alice.captain.unita.hostileoperation.navy.us
so that Captain Alice has a new identifier
alice.captain.unita.hostileoperation.navy.us.040420040000.

Because Alice will never receive the private key generated by the time authority for the Com-
mander identity, she will only be able to check messages encrypted up to the time her promotion
is official. In other words, Alice will only be able to decrypt messages using time keys for the
Commander identifier up to and not including the 040420040000 time key. It will be the re-
sponsibility of the trust authorities to decide when they expire/revoke the keys.

What is one of the major problems with this scheme? If the scheme is implemented in a
network that is not an ad hoc network, it is easy to see that there is a single point of failure:
the trusted time authority. Without the trusted time authority, none of the users will be able
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to access the time associated private keys, and thus will not be able to read their messages. The
enemy could easily target the time authority for denial of service attacks or physical destruction
attacks. For this reason, it is a requirement that any of the trust authorities be able to act as
the time trust authority. Because all of the trusted authorities are assumed to be trusted to
begin with, we will allow any of them to act as the time trust authority whenever necessary.
This duty is able to change from one trust authority to another as needed because all of the
users will have public identification information for all of the trust authorities, and hence for
the time trust authority being run from any of the trusted authority locations.

If there is a node which serves as a single point of failure at any one time (when this node
goes down, it causes the entire system to go down), there is a node that is more important
than all others on the network, i.e. we do not have an ad hoc network. We will assume that
we only use this time trust authority at predefined intervals, and thus, the trust authority is
not actually a node on the ad hoc network. We propose that all nodes checking in with the
time trust authority will leave the ad hoc network, check in with the time trust authority, then
return to the network. This same leave-return process can also be used when communication
is needed between any of the nodes and the other trust authorities.

Because we have seen that conjunction is not realistic for making messages available to
more than one person using one encryption (since collaboration between users is needed), we
will consider the idea of disjoining keys together to allow for multiple persons to view a message
sent via one single encryption.

4.4 Naive Disjunction of Keys

Suppose we want to send a message to Alice studying IBE schemes and Bob studying algebra.
What we really want is for Alice or Bob to be able to read the message. Following are two
examples of naive disjunction, the first assuming that Alice and Bob are only using one trust
authority, while the second illustrates two trust authorities.

4.4.1 Example: One Trust Authority, Two Identifiers

Suppose we have only one trust authority having the identity, T'A. Alice and Bob will be the
two people Dave is trying to send message M to. The key disjunction can be set up as follows.
We let the trust authority have the public key

Rpy = sP
where s is the trust authority’s private key. We let the two identifiers be
Quaiice = Hi(alice) and Qpop = Hi(bob).
with the associated private keys as before,
Satice,;rA = $Qalice and Spob 74 = SQpob-
We can generate a virtual public key and an auxiliary key for ‘Alice or Bob’ by

Qvirtual = Qalice + lebob and Qaux = Qalice + xQQbob

where 1,9 € Z:;. Notice that
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Qvirtual = Qalice + 1 [%Q(Qaux - Qalice)] = [Qauw - x?Qbob] + lebob

= Qalice + %Qauz - %Qalice = Qaum + (xl - w?)Qbob
= %Qauz + (1 - %)Qalice = Qauz + ngob
= aQauz + ﬂQalice
where o = ﬁ;, = % and £ = 21 — 22. Encryption to Alice or Bob can be accomplished by

computing
Rvirtual - RTA7 Ul - TP, U2 = rQauz; U3 = 7and V=m & H2 (é(Rvirtuah er’rtual))-

In this case, Us is anything (denoted 7) because we only have one trust authority. One can
see in the next example that when there are more trust authorities involved, Us will be the
auxiliary key of the combined trust authorities. The cryptogram sent to Alice and Bob will be
(Uy,Uy,Us, V).

Alice will be able to decrypt the message by computing

e(Ryirtuals TQuirtual) é(Rra, r(0Qauz + BQaice))

é(Rra,roQauz) * €(Rra, 7SQatice)
= é(Rra,als) x é(sP,rQulice)

e(Rra,alUz) * é(rP, s8Qaice)

é(Rra, alUs) * é(Ur, BSaticeTA)-
Alice is able to compute the last value because Rr 4, « and § are all public information, Uy, Us
were sent as part of the cryptogram, and Syjice 74 is her private key. Because Alice knows all
of this information and since V is also contained within the cryptogram, she is able to decrypt
the message by

V. = M® H2 (é(Rvirtuab TQvirtual))
M =V D H2 (é(Rvirtuah erirtual))
M = V& H2 (é(RTAa aUZ) * é(Ula /BSal'ice,TA)) .

Thus, Alice is able to decrypt messages sent to the virtual key for Alice or Bob.
Bob will be able to decrypt the cryptogram (Uy, Us, Us, V') by computing

(Rra, 7(Qaus + £Quob))

(Rra; 7Qauz) * €(Rra, 7€Qpob)

(Rra, Uz) * €(sP, mEQpob)

(Rra, Uz) * (1P, s§Qpob)

(Rra,Usz) x €(Ut, §Skob,14)-

Now Bob is able to decipher the message M because Rr4 and £ are both public, Uy, Uy were
sent as part of the cryptogram, and Sy 74 is his private key. Because Bob knows all of

this information, he is able to decrypt the cryptogram using the same process as Alice, only
substituting his equation in for hers:

V. = Mo H2 (é(Rvirtuala TQvirtual))
M = V&H, (é(Rvirtuala erirtual))
M = V& Hy(é(Rra,Us) % é(Ur, £Spob,4))-

é(Rvirtual ) TQvirtual)

D ™ A D D

* e
* e
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We have now achieved sending one message to more than one person using only one cryp-
togram. However, if we use more than one trust authority, the naive disjunction runs into
difficulties because more persons than likely intended are able to decrypt the cryptogram. The
following example illustrates this problem.

4.4.2 Example: Two Trust Authorities, Two Identifiers

Now suppose that Alice is studying IBE schemes and Bob is studying algebra. We now have
two trust authorities I BEschemes, algebra and two identifiers alice, bob. We can set up the
naive disjunction as follows.

Let the trust authorities have their respective public keys

RiBEschemes = SIBEschemes and Ryjgebra = Saigebra -
Our two identifiers will be created as in the previous example,
Qatice = Hi(alice) and Qpop = Hi(bob).
with the associated private keys

Salice,]BEschemes = SIBEschemesQalice and Sbob,algebra = SalgebTaQbob~

We can generate a virtual public key and an auxiliary key for ‘Alice or Bob’ by

Qvirtual = Qalice + lebob and Qaux = Qalice + :L'ZQbob

where 1,79 € Z;. We can also generate a virtual public key and auxiliary key for the trust
authority ‘IBE scheme or algebra’. These can be given by

Rvirtual = RIBEschemes + lealgebra and Rau:c = RIBEschemes + yQRalgebra
for y1,y2 € Zy. Notice that, as before,

Qvirtual = aQaux + BQalice = Qaux + ngob

but also that

1
Rvirtual = RIBEschemes + yl[E(Rau‘r - RIBEschemes)] = [Raux - y2Ralgeb7"a] + lealgebra
= RiBEschemes + %Raux - Z%RIBEschemes = Rouz + (yl - yQ)Ralgebra
- %Rauw + ( - %)RIBEschemes - Raux + 5Ralgebra

= )\Rauz + ’YRIBEschemes

Where)\:z—;,’y:yi/%yl and § = y1 — yo.

Encryption to ‘Alice or Bob’ can now be accomplished by computing

Uy = TP, Up = TQaux, Us = rRous and V =M @ HZ(é(Rvirtuah TQvirtual))-
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The cryptogram sent to Alice and Bob will be (Uy, Uz, Us, V). Alice studying IBE schemes will
be able to decrypt the message by computing

é(Ruirtuals TQuirtual) = €(ARaquz + YRIBEschemes> T(0Qauz + BQalice))

= é(MRauz + YRIBEschemes> "0Qauz)
*6(ARauz + YRIBEschemes: TBQalice)

= &(ARaue + YRIBEschemes, T0Qauz)
#6(ARauz, T0Qalice) * E(YRIBEschemess T3 Qalice)

= é(ARauz + YRIBEschemes, T0Qauz)
#e(r ARquz, BQalice) * €(rYRI1BEschemes, BQalice)

= é(ARauz + YRIBEschemes, aU2) * €(AU3, BQuatice)
*€(ry81BEschemes Py BQatice)

= é(MRauz + YRIBEschemes, @U2) x (AU3, BQaiice)
*€(ry P, B51BEschemesQalice)

= é(MRauz + YRIBEschemes, @U2) x €(AU3, BQaiice)
#€(YU1, BSatice,IBEschemes)-

Alice is able to compute the last value because Rgyz, RrBEschemes, @, 3,7, and A are all public
information, Uy, Uz and Us were sent as part of the cryptogram, and Sgjice,1BEschemes 1 her
private key. Because Alice knows all of this information and since V is also contained within
the cryptogram, she is able to decrypt the message by

V. = M&H; (é(Rvirtualu TQm‘rtual))
M = V &H, (é(Rm'rtuala TQvirtual))
M = V& H2 (é()\Rauac + ’YRIBE'scheme& aUQ) * é()\U37 ﬂQalice) * é(’YUlu 6Salice,IBEschemes)) .

Thus, Alice studying IBE schemes is able to decrypt messages sent to the virtual key Quiriual
for Alice or Bob.
Bob studying algebra will be able to decrypt the message by computing

é(Rm‘rtuala TQvi'rtual) é
é

(Rauz + 0 Raigebras T(Qauz + £Qbob))

(Rauz + 0 Rargebras TQauz) * €(Rauz + 0 Rajgebra T€Qpob)
e(Rauz + 0Rargebra, "Qauz) * €(Rauz, r€Quob) * €(6 Raigebras 7§ Qbob)
e(Rauz + 0 Rargebras TQauz) * €(Raua: 7€Quob) * €(d Raigebras 7€ Qbob)

= é(Rauz + IRagebras U2) * €(rRaua, EQvob) * €(dSatgebra s 7€ Qpob)
e(Rauz + 0 Rargebras Uz) * €(Us, EQuvob) * €(67 P, SaigebralQuob)
e(Rauz + 0Raigebra, U2) * €(Us, §Qpop) * €(6U1, £Shob,algebra)

Bob studying algebra is able to decrypt message M because Ryjgebra, Fauz, 0 and & are all public,
U1,Uz and Uz were sent as part of the cryptogram, and Spop aigebra is his private key. Because
Bob knows all of this information, he is able to decrypt the cryptogram using the same process
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as Alice, only substituting in his equation for hers:

V. = M&H, (é(Rvirtuah rQwirtual))
M = Ve H2 (é(Rm'rtuala erirtual))
M = Vo H2 (é(RauJ} + 5Ralgebra7 UZ) * é(U37 ngob) * é((SUly beob,algebra))-
Notice, however, that Alice studying algebra and Bob studying IBE schemes (neither which

is an intended recipient) are also able to decrypt and read the message M contained within
(U1,Us,Us, V). This can be seen by

é(Rauz + 6 Ragebras T(0Qaue + BQatice))
= e(Rauz + I Rargebras 70Qauz) * €(Raur + 6 Raigebra, "B Qualice)
= e(Rauz + 0 Raigebra, "0Qauz) * €(Rauz, rBQalice)
%€(0 Ratgebra> TBQalice)
= &(Rauz + 0 Raigebra, aU2) * e(rRauz, BQuiice)
#€(0 Ratgebras TBQuatice)
= é(Rauz + 0 Raigebra, @U2) * €(Us, BQatice) * €(08atgebra s TBQuatice)
= e(Rauz + I Raigebra, aU2) * €(Us, BQuatice) * €(07 P, BSalgebraQalice)
= &(Rauz + I Raigebra> aUz) * €(Us, BQatice) * (U1, BSatice,algebra)

é(Rvirtuala TQm'rtual)

and

(ARauz + YRIBEschemes: T (Qauz + £Qbob) )
(ARuuz + YR1BEschemes: TQauz)
*6(ARauz + YRIBEschemes: T Qbob)

= e(AMRouz + YRIBEschemes, "Qauz) * E(ARauz, 7§Qbob)
#6(YR1BEschemess T€Qbob)

= e(ARauz + YRIBEschemes, U2) * €(AT Raua, §Qpob)
*€(YS1BEschemes P T€Qbob)

= &(ARauz + YRI1BEschemes, U2) * €(AU3, §Qpob)
*€(yr P, £81BEschemesQbob)

= &(MRauz + YRIBEschemes, U2) * €(AU3, EQpop)

#€(YU1, £Shob, IBEschemes)-

é(Rvirtuala erirtual) e
é

The reason for this is that we have two additional private keys
Satice,algebra = Salgebra@Qatice a0 Spob, 1BEschemes = SIBEschemesQbob
because we are building this disjunction from the two admissible sets
S1 = {alice, IBEschemes} and Sy = {bob, algebra}.
Thus, we have the set

S=$1®Sy = {{alice, IBEschemes}, {alice,algebra}, {bob, | BEschemes}, {bob, algebra}}
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of which to perform the operations on. As in example 4.2.1, these two additional people may
or may not exist. If they do, we do not necessarily want them reading the message M. In cases
such as the military implementation example, which is too large to implement here, it would
be crucial that only the intended recipients be able to read the message M. This brings us to
the general disjunction of keys.

4.5 General Disjunction of Keys

The greatest difference between the naive disjunction and the general disjunction is the devel-
opment of the virtual and auxiliary keys. In the naive disjunction, R;;tyq and Rgq. were made
up of only trust authorities. Quirtuar and Qquz were made up of only identifiers. In the case of
the general disjunction, one identifier-trust authority pair will make up each key. First, let us
return to example 4.4.1 to see how the general disjunction will work with one trust authority
and two identifiers.

4.5.1 Example: One Trust Authority, Two Identifiers

In order to send a message to ‘Alice or Bob’ using one trust authority, we will create the
following keys:

Ryirtual = Qbob + 21 R4 Qvirtual = Qalice + leTA
Roue = Qbob + xoR74 Qaux = Qalice +yoRra

where 1, 22, y1,y2 € Zy are publicly known. From the above keys, one can compute

Rvirtual = (Raux - SCQRTA) + leTA = Qbob + xl[fg(Raum - Qbob)]

= Rouz + (xl - x2>RTA = Qbob + %Raum - %Qbob
= Rauz + aRrA = %Raux + ( - %)Qbob
= YRauz + BQpob
Quirtual = [Qaux - yZRTA] +y1Rra = Qatice + yl[y%(Qaux - Qalice)]
= Qaux + (yl - y2>RTA = Qalice + %Qaum - %%Qalice
= Qaua: + é'RTA = %Qauz + (1 - %)Qalice
= €Qauz + 0Qalice

— __ T2—X _ T _ 1 _ Y2—y1 _
Wherea—xl_x276_QTQI/-Y—?;,f—ZZ,(s—% andé_yl—yz,
Once again, we let

Uy = TP, Us = TQaux, Us = rRoys and V=m® HQ(é(Rm'rtuala TQm'rtual))

for some random r € Z; chosen by the sender. To decrypt the cryptogram (Uy,Us,Us, V) sent
by the sender, Alice studying IBE schemes will compute

((Rauz + aR7 ), 7(€Qauz + 0Qalice))

(Rauzs T€Qauz + 70Qatice) * €(ART A, T€Quuz) * E(RTA, T0Qalice)
(Rauz: r€Qaua + 10Qalice) * E(alira, €rQaua) * €(asP, 10Qalice)
(
(

é<Rvir‘tual ) TQvirtual)

rRauz, EQauw + ranlice) * é(aRTA7 6U2) * é(arP, 35Qalice)
Us, Qvirtual) * é(aRTAa EUQ) * é(aUla 5Salice,TA)

I
@™ ™ ™ D
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and Bob will compute

(')/Rau:r + BQbob)v T(Qauz + gRTA))

('YRauxa TQaux + T‘fRTA) * é(ﬁQbob, TQaua:) * é(ﬂ@bob» TgRTA)
(’YRauxa TQaux + 7ﬁgRTA) * é(ﬁQbob, UQ) * é(ﬁQboba TfSP)
('YRau:ca T(Qaux + gRTA)) * é(ﬂQbOba U2) * é(s/BQbOba §TP)
(
(

>
—~

é(RviTtuala erirtual)

([
>

19 P G PR PR QY

’YTRauxa Qau:{; + fRTA) * é(ﬁQbobv UQ) * é(/BSQbobv gUl)
VU3, Quirtual) * €(BQuob, U2) * €(BSpob14,EU1).

Alice and Bob can then compute
M = V&H; (é(Rvirtuah TQvirtual))

as before to find the message M since a, ¢, 0,7, 3,&, Quirtuals Qalice and Qpep are all public in-
formation, Uy, Us, and Uz are sent with the cryptogram, and Sy 74 is Bob’s private key and
Salice,TA is Alice’s private key.

Once again, we have achieved sending one message to two people using only one key. The
benefits of using the general disjunction over the naive disjunction, however, do not readily
appear in this example as we are only using one trust authority. Recall that we did not have
any problems using one trust authority with the naive disjunction because

S =81 ®S, = {{alice, TA}, {bob, TA}}

where S1 = {alice, TA} and Sy = {bob, T A}. There are no new key pairs created by implement-
ing the ® operation with one trust authority. However, in example 4.5.2 there was the problem
of having undesirable key pairs created using the ® operation with multiple trust authorities.
By implementing the general disjunction with two trust authorities and two identifiers, we can
see the benefit that the general disjunction has over the naive disjunction.

4.5.2 Example: Two Trust Authorities, Two Identifiers

We will use the same setup as was given in example 4.5.2 for the trust authorities and identifiers.
Again, we will have the set

S =81 ®Sy = {{alice, IBEschemes}, {alice, algebra}, {bob, I BEschemes}, {bob, algebra} } .
We will now generate the virtual and auxiliary keys as follows:

Rvirtual = Qbob + 21 RIBEschemes Qvirtual = Qalice + 0 Ralgebra
Raux = Qbob + xQRIBE‘schemes Qaux = Qalice + yQRalgebra

where x1,22,y1,y2 € Z; are publicly known. It can be seen that

Rvirtual - (Raux - w2RIBE'schemes) + leIBEschemes = Qbob + 21 [FZ(Rauac - Qbob)]
= Rouz + (xl - x?)RIBEschemes = Qbob + %Raur - %Qbob
= Rouz + OR[BEschemes = %RULUJE + (1 - %)Qbob

= ’YRaux + 5Qbob
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and
Qm’rtual - [Qaux - yQRalgebra] + lealgebra - Qalice + 1 [y%(Qaux - Qalice)]
= Qaum + (yl - y2)Ralgebra = Qalice + %Qaum - %Qalice
= Qaur + gRalgebra = %Qauz + (1 - %)Qaliee

= eQauz + 5Q(zlice
To—x1 x1

— — — — U — Y2—y1 —
Whereoz_xl—xg,ﬁ_ T2 7fy_w727€—y*275—72311d§—y1—y2,

As before, the sender will choose an arbitrary value r € Z; and will develop the cryptogram
(U1,Us,Us, V). The cryptogram can now be evaluated by Alice studying IBE schemes because

é(Ryirtual; TQuirtuat) = €((Rauz + @R1BEschemes)s T(€Qaue + 0Qalice) )

= é(Rauz, 7€Qauz + 10Qualice) * e(AR1BEschemes; T€Qauz)
*€(aR1BEschemes: T0Qalice)

= é(Rauz, 7€Qauz + 10Quatice) * E(AR1BEschemes, €M Qaux)
*€(aSBEschemes Py 10Qalice)

= é(rRaus, €Qauz + 10Quatice) * €(R1BEschemes, €U2)
*é(ar P, s1BEschemesQalice)

= e(Us, Quirtual) * E(0RBEschemess €U2) * €(aU1, 0Satice,1 BEschemes)-

Notice all the information needed is public information, sent with the cryptogram, or deals with
Alice’s private information. Bob studying algebra can also decrypt the cryptogram because

(VRauz + BQbob)> T(Qauz + ERaigebra))

YRauz, "(Qaua + ERaigebra)) * €(BQuobs TQauz) * €(BQuobs 7€ Raigebra)
YRauz, "(Qaua + ERaigebra)) * €(BQuob, U2) * €(BQuob, ESatgebramP)
V1 Rauzs Qauz + ERaigebra) * E(BQuob, U2) * €(B5aigebraQvob, UL)
(VU3, Quirtuat) * €(BQuob, U2) * €(BSpob,algebra, EUL)

again contains only public information, information sent within the cryptogram, or Bob’s private

>
—

e (Rvirtual ) TQUirtual )

[
—~ —~

D D D D

information.

Now Alice studying IBE schemes and Bob studying algebra can compute the message M
as in example 4.5.1. The question that we are most interested in, however, is whether Alice
studying algebra or Bob studying IBE schemes will be able to decrypt the cryptogram. The
answer is no. Alice studying algebra or Bob studying IBE schemes would need to use one of
the other combinations of Ry;ruai and Quirtual- One of the remaining combinations gives

((aR1BEschemes + Rauz): (ERaigebra + Qauz))
(aR1BEschemes> T Ralgebra) * (R BEschemes "Qaux)
#€(Rauz, € Raigebra) * €(Rauz, "Qaux)
= e(aRrBEschemes "¢ Ralgebra) * E(AR1BEschemes, U2)
#€(Rauz, 7(§ Ralgebra + Qauz))
= é(aRBEschemess T§ Raigebra) * €(ARIBEschemes, U2)
#€(r Rouz, § Ratgebra + Qauz)
= é(aRBEschemess T§ Raigebra) * €(AR1BEschemes, U2) * €(Us, Quirtual)

é(Rvirtuala TQvirtual) é
é
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in which Alice studying algebra or Bob studying IBE schemes would need to know rRgjgeprq OF
rRiBEschemes- The other remaining combination gives

é(Ruirtuat, TQuirtual) = €((BQbob + YRauz ), (0Quatice + €Qauz))
= &(BQuob, 70Qutice) * E(BQuob, T€Qauz)
(Y Raua, 10Qalice) * (Y Rauz, T€Qauz)
e(BQuob, T0Qatice) * €(BQuob + Y Rauz, T€Qaus) * €(YRauz, T0Qatice)
= é(BQuobs 70Qatice) * €(Ryirtual; T€Qauz) * €(ryRaua, 0Qatice)
e(BQuob, T0Qatice) * €(Ryirtual; €U2) x (YUs3, 6Quatice)-

rQatice O TQpop Would be needed to make the appropriate calculations. Obviously these values
can not be found because the random value r € F is known only by the sender who has sent
the cryptogram (Uy, Uz, Us, V).

In conclusion, only Alice studying IBE schemes and Bob studying algebra have the infor-
mation needed to decrypt the message M. This is highly desirable in situations such as the
military implementation example when confidentiality is of great value. The greatest drawback
to using the general disjunction is that it works for no more than two trust authorities and two
identifiers. The reason for being limited to two trust authorities and two identifiers can be seen
in the setup of the virtual and auxiliary keys.

Recall section 3 when the IBE scheme was introduced. The scheme is based on a bilinear

map
éZGl X Gl i—>G2.

There can only be two inputs, each from Gy, to use the bilinear map é. Using the generalized
disjunction, however, there are as many inputs as there are identifier-trust authority pairs.
Each virtual key uses one identifier and their associated trust authority. Thus, in order to use
IBE schemes, these keys must somehow be reduced to a pairing. Up to this point, using more
than two identifiers has not been problematic because the identifiers were combined in Qyirtual
and the trust authorities were combined in Ry;rtuq;- In order to have a virtual key for every
identifier-authority pair, we no longer only have Quirtuar and Ryirtual, We have as many keys
as there are identifier-trust authority pairs. This is highly detrimental because the military
implementation presented in section 2.4 uses a minimum of six trust authorities. To be limited
to two identifier-trust authority pairs is a significant disadvantage.

Each of the conjunction and disjunction operations have been introduced, along with the
advantages and disadvantages of each. We now wish to consider which operations would be
beneficial for implementation in each of our two applications. This, as well as the security
attributes discussed in section 2.2.1, will be addressed in the next section.

5 IBE Using Multiple Trust Authorities in Ad Hoc Networks

Ad hoc networks, IBE schemes, and IBE schemes using multiple trust authorities have been
presented. How do they relate to each other and why is this important?

Using multiple trust authorities in ad hoc network environments is beneficial because it
decentralizes the trust authority. However, in order for a trust authority to be considered trust-
worthy, it must somehow establish a level of trust with all members using it for communication.
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In order for this decentralization to take place among nodes within the network, every node
would have to be trusted and would have to act as a trust authority themselves. This is highly
problematic because IBE schemes are used for the purpose of establishing trust between nodes!
In the examples presented in section 4, the trust authorities were assumed trustworthy. In other
words, decentralization of the trust authorities among the nodes within the ad hoc network is
ideal, but not reasonable to achieve.

Consider, on the other hand, the ideas presented in section 4.3 on general conjunction,
particularly the use of a trusted time authority. Suppose each node is required to contact
the time authority upon entrance into the network. After the initial communication with a
time authority, nodes will be required to check-in periodically, based on their time stamp, to
make sure that the information they have on other participating nodes is accurate. Using this
idea, a network is able to benefit from the use of IBE schemes, key revocation, and multiple
trust authorities with only minor disruptions taking place when the nodes exit the network to
perform their check-in.

Each of the security attributes of interest to this paper, confidentiality, integrity, and au-
thentication, will be affected by the use of a trusted time authority. Authentication will be
improved because secure IBE schemes are being used. Thus, only persons holding the proper
set of keys should be able to read a message or sign a message as long as the keys have not
been compromised. Key revocation will improve authentication as well because adversaries
have smaller time windows of which to compromise keys. Should a key be compromised, only
the key for the designated time period will be compromised. The adversary will have to start
anew for the refreshed time stamped key. Finally, the use of multiple trust authorities increases
confidentiality as well as integrity. Using multiple trust authorities makes it difficult for trust
authorities to collude and escrow keys, thus improving the level of confidentiality within the
system. The use of several trust authorities provides for stronger integrity as well. This occurs
because a message can be sent using trust authorities T'Ay,TAs,...,TA; or it can be sent
using any combination of these k trust authorities. If the sender sends multiple messages using
alternative combinations of trust authorities, the message will have a better chance of arriving
at least once unchanged, thus improving the integrity of the message. Integrity can be fur-
ther increased by using the integrity advantages of ad hoc networks presented in section 2.2.2.
Using different combinations for different routes throughout the ad hoc network will increase
the integrity of the message using the network’s characteristics as well as the characteristics of
multiple trust authorities in IBE schemes.

As mentioned previously, it would be necessary to have more than one trusted time authority.
If there would be only one time authority, a single point of failure is introduced into the
ad hoc network. While not directly affecting the network, having the only time authority
out of commission would either create a denial-of-service attack or would reduce the level
of confidentiality within the network. If nodes were able to return to the network without
getting updated information, compromised nodes or adversarial nodes would be able to continue
communication. It is indeed likely that the adversary affecting the compromised nodes or acting
as an adversarial node has affected the time authority for the purpose of protecting their false
identity on the network. Thus, the confidentiality of the network has been compromised because
the adversary can now communicate with all persons on the network. On the other hand, if
the nodes were not able to return to the network without key updates, an easy denial-of-service
attack could be implemented. The nodes would not be able to communicate until the time
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authority came back online, thus rendering the network out-of-service for the nodes trying to
get key updates.

In this final example, we go through a full implementation using the topics contained within
this paper. Included in the example will be the setup and implementation of a communication
system using an IBE scheme with multiple trust authorities. We believe this IBE implementa-
tion would be beneficial to the settings described in section 2.4.

5.1 Example: Full Implementation - Military Example

The military implementation of section 2.4 lends itself well to showing the advantages and
disadvantages for both conjunction and disjunction. First, consider the initialization of the
communication system. One trust authority must be set up for each of the following partici-
pants: countries, military branches, assignment locations, unit/squads, positions, and any other
contextual identifiers that may be necessary for the identification of personnel. Each trust au-
thority will distribute private keys to the persons they trust. For example, Alice would obtain
a private key from the commander, unita, hostileoperation, navy, and us trust authorities.

After the private keys have been distributed, the trust authorities are only needed for
purposes of promotions, unit changes, etc. In the interest of key revocation, however, an
additional trust authority might be established to distribute time keys. These time keys, as
mentioned in section 4.3 would be used to make sure that old keys are no longer valid. One of
the main drawbacks of implementing a time stamp authority is that one of Shamir’s goals has
been overlooked. Shamir wanted the trust authority to no longer be needed after the original
set up of the private keys. Thus, it must be determined by the system designers which is more
important: key revocation or eliminating long lasting trust authorities.

By eliminating long lasting trust authorities, users of the communication system can be
more confident that key escrow will not be used without their knowledge. Because this im-
plementation uses the long lasting trust authorities, key escrow could be of concern to the
users of the system. However, if we consider the purpose of this particular system, which is to
allow military personnel to communicate, key escrow is not an issue. This is a work related
communication system in which no amount of privacy is given to the users of the system. The
government makes it known to their users that their communications will be monitored for
purposes of keeping important governmental information secure. Thus, the implementors of
this communication system would have decided that the use of long lasting trust authorities
trump the users’ concern of key escrow.

5.1.1 Conjunction

The use of a trusted time authority has been assumed, so generalized conjunction obviously
occurs in this case. In addition, however, general conjunctions are being used for commu-
nication between personnel. For instance, for Bob to communicate with U.S. Navy Com-
mander Alice in Unit A of the Hostile Operations force, he would have to send messages to
Salice,usa Salice,navy» Salice,commanderv

Saliceunita, and Salice hostileoperation- 1hus, only Alice holding each and every one of these pri-
vate keys should be able to read the message. Adding in the trusted time authority, only Alice
holding each of these private keys and the time key for xx-xx-xxxx:xxxx will be able to read
messages sent to her which are to be read at time xx-xx-xxxx:xxxx. Consequently, conjunction
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would certainly be of use in military implementations of this nature. Notice, however, that we
have not accomplished the main goal expressed by Chen et al in [2]. We are still using one
encryption per user when sending messages through this communication system.

Conjunction will not be useful, in general, for the purposes of decreasing the number of
encryptions per user. In some cases, conjunction would be useful for sending a message to
"Alice and Bob and Carol’. There are several movie scenes which would be perfect for this
setting. For instance, suppose Alice, Bob, and Carol are only able to gain access to some super
secret safe if they are all present and use their keys. While far fetched, it could be a useful
conjunction operation. For the general application of sending messages to "Alice and Bob and
Carol’, however, the collaboration of these individuals would be difficult to require. Alice, Bob,
and Carol may be in different locations, may not work the same hours, etc. Thus, in a general
sense, conjunction would not be useful for transmitting messages to multiple users.

5.1.2 Disjunction

Because disjunction does not require the collaboration of users for reading messages, it has
more potential to be useful. However, recall the disadvantage of using the naive conjunction.
When sending a message to multiple persons, unintended recipients are introduced. Because
the military implementation has such a high concern for confidentiality, disjunction operations
would be severely limited to transmissions which only include all intended recipients. Remem-
ber, the unintended recipients are predictable, so it might be possible, via protocol, to require
transmissions to only ’valid’ groupings of users - groupings in which the users of an admissible
set are the exact same as the users in the grouping. General disjunction could fix the prob-
lem of having unintended recipients but because of the limitation to two users and two trust
authorities, not much is gained in terms of decreasing the number of transmissions needed to
communicate messages securely to multiple persons.

Again, the conjunction and disjunction operations on keys in this example have advantages
and disadvantages. Depending on the situation at hand, conjunction or disjunction of keys
might be useful when they ordinarily would not. Thus, when implementing an IBE scheme
using multiple trust authorities in ad hoc networks, the situations and overarching goals of the
proposed communication system should be considered before allowing transmissions to occur.

6 Conclusion

Mathematics and information security have many interesting links between them. IBE schemes
working inside ad hoc networks is one link that has great potential for scenarios ranging from
heavy combat to cordial conferencing. The security attributes used to evaluate information
security have been presented, and have been used to consider a conference application as well
as a military implementation. IBE schemes were presented in general, then their use with
multiple trust authorities was investigated. Finally, these concepts were brought together to
consider how multiple trust authorities would function in ad hoc networks.

There are many applications in which ad hoc networks are beneficial. However, authen-
tication within ad hoc networks is a difficult and arduous task to implement because of the
requirements placed on an ad hoc network. We believe that this paper has given some plausible
methods of implementing authentication in ad hoc networks as well as two examples. These
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examples were intended to illustrate the functionality and security opportunities made available
through the use of the ideas presented.

While several disadvantages loom over the idea of IBE schemes in ad hoc networks, many
advantages can be seen as well. It will be left up to the designers of the ad hoc network and
the project at hand to determine whether these ideas will work under specific circumstances.
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